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TLS originally used the RSA cipher

RSA 
Cipher

hello?
hello?

✤ A public-key cipher  
✤ Only the server needs a key pair
✤ Phone uses the server’s public key
✤ The private key decrypts what the  

public key encrypts, and vice versa

Private Key

Public Key

Developed by Rivest, Shamir, and Adleman
RSA 

Cipher



Public Key Exchange replaces RSA

✤ “Perfect Forward Secrecy” 
prevents a disclosed secret 
from uncovering earlier 
messages

✤ RSA remains popular and 
widely used with TLS
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112879d0 

Shared Secret
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Shared Secret

✤ Elliptic Curve in particular
✤ It is more efficient 
✤ It is subtly more secure



The TLS Protocol
using RSA instead of Public Key Exchange

1. Server acquires a public key pair
2. Use public-key crypto to establish a 

shared secret
3. Use the shared secret to establish 

a secure link using a secret-key cipher.
4. Use the secure link to exchange  

encrypted messages.

4 Steps

Private Key

Public Key

Unchanged



Step 1: Create a key pair

✤ The server acquires a key pair and 
uses it for months or years at a time

✤ The server shares its public key 
whenever it opens a TLS connection

Make 
key pair

Public Key



Step 2: Establish a shared secret

1. Phone creates a random number 
to become the shared secret

2. Phone requests the server’s public key
3. Server sends its public key
4. Phone encrypts the shared secret
5. Server decrypts the shared secret
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Cipher
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The RSA Cipher

RSA 
Cipher

RSA 
Cipher

Private Key

Public Key

Key

Data

Key

Data

Encrypt Decrypt

MEET AT 
THE PARK

MEET AT 
THE PARK

GZDM WE 
CCE JKRF

✤ One procedure both 
encrypts and decrypts

✤ Encrypt with one key, 
decrypt with the other



Sending secrets to the Server

Private Key

Public Key



Sending secrets to the Server

Private Key

Public Key
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Extracting the Secret Messages
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Using the Public Key Again
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Same  
Public Key

Garbage!



Using the Wrong Private Key
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Using the Wrong Public Key
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Using the Wrong Public Key
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Solution: Browser Certificates



Identifying Servers 
With Certificates
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How does TLS know this is 
really the Google web site?



Authenticating the Server

Private Key

Public Key

Google 
web site

https://www.google.com

1. Did we reach the intended web server?
2. Did we receive the server’s public key?

?



Authenticating the Server

Private Key

Public Key

www.google.com

Google 
web site

www.google.com

www.google.com
Public-Key Certificate
✤ The server’s name
✤ The server’s public key



Authenticating the Server

www.google.com

Google 
web site

https://www.google.comhttps://www.google.com

www.google.com

1. Client contacts the Server
2. Server sends its certificate
3. Client matches the name
4. Client uses the public key 

for encryption

RSA 
Cipher

RSA 
Cipher



Authenticating the Server

www.google.com

Safeid 
web site

https://www.google.comhttps://www.google.com

1. Client contacts the Server
2. Server sends its certificate
3. Client matches the name

google.safeid.us



Authenticating the Server



Sharing the Public Key

Private Key

Public Key

www.google.com



www.google.com

A Public-Key Certificate

www.google.com

Owner’s 
Name

Public 
Key

Cryptographic 
Check
Digital 

Signature



Reading a Certificate

retrieved from a desktop browser



Reading a Certificate - Expired



Reading a Certificate



Reading a Certificate



Digital  
Signatures
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Keyed Hashes for Integrity

PAY $2K 
TO BOB

Make 
Keyed Hash

PAY $2K 
TO BOB  

UK
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Bob

Check 
Keyed Hash

(Nice Bank)



Keyed Hashes Fail

PAY $2K 
TO BOB

Check 
Keyed Hash

The Bank

Mean 
Bob

Make 
Keyed Hash

PAY $6K 
TO ROB

(Nice Bank)

PAY $6K 
TO ROB 

GV



Digital Signatures The Bank

PAY $2K 
TO BOB

Make 
key pair

Public Key

Private Key

Alice’s



Digital Signatures

Key

Data

The Bank

PAY $2K 
TO BOB

Make Digital 
Signature
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PAY $6K 
TO ROB

Public Key

Digital Signature Forgery The Bank
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PAY $6K 
TO ROB

Digital Signature Forgery The Bank

Make Digital 
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Key

Data

Mean 
Bob
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Public Key
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Check Digital 
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Make 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Public Key

Private Key

Alice

Mean 
Bob

Digital Signature Forgery



Key

Data

The Bank

PAY $6K 
TO ROB

Make Digital 
Signature

Key

Data
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TO ROB  
GLQ

Public Key
Alice’s
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Check Digital 
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Mean 
Bob

Digital Signature Forgery



Sharing a Public Key

Alice’s Key

Public Key

Private Key

PAY $2K 
TO BOB  
GLQ

Check

PAY $2K 
TO BOB  
GLQ

Check



Validating a Public-
Key Certificate
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Authenticating a Server

*.google.com*.google.com

Google 
web site

https://www.google.comhttps://www.google.com

https://www.google.com


www.google.com

A Public-Key Certificate

*.google.com

Owner’s 
Name

Public 
Key

Digital 
Signature



Certificate Ownership and Validity

Owner’s 
(web site) 

Name

Who 
Signed the 
Certificate

Certificate 
Expiration 

Date



Contents of a Certificate

Public 
Key

Digital 
Signature



Certificate Authority’s 
Private Key

Signing a Certificate

*.google.com
Make Digital 

Signature

Key

Data

Certificate Signer’s 
Private Key



google.comgoogle.comIssuing a Certificate

Make 
key pair

Public Key

Private Key

Public Key

Private Key

google.com

Certificate Authority

Web Site



Validating a Certificate

*.google.com

Certificate Authority’s 
Public Key

Check Digital 
Signature

Key

Data Signature



www.google.com

Validating a Certificate

amawig.com



Validating a Certificate

amawig.com

Certificate Authority’s 
Public Key

Check Digital 
Signature

Key

Data Signature



*.google.comamawig.com

Validating a Certificate



Validating a Certificate

*.google.com

Certificate Authority’s 
Public Key

Check Digital 
Signature

Key

Data Signature



Certificate Authority Failures

March 2001

July 2011

July 2014

Date Authority

Verisign ✤ Microsoft code signing

Target Sites Attack
Proof of concept: ex MS 
employee showed he could 
trick the CA

India CCA
✤ Google,
✤ Yahoo

Bogus certificates were issued  
and no published explanation

DigiNotar
✤ Google, and 

over 500 others

CA servers breached; 
certificates used to intercept 
email by Google users in Iran



Which Certificate Authority to Use

The browser does not 
know about the 

certificate authority used 
by this certificate

Choose a certificate authority that 
works with your visitor’s browsers



Who Signs an SSL/TLS 
Certificate?
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In the Beginning… 



RSA’s Certificate 
Authority Private Key

RSA’s Certificate 
Authority Public Key

The First SSL Certificate Authority

yahoo.com

Make Digital 
Signature

Data

Key



Issuing a Certificate yahoo.com

Make 
key pair

Public Key

Private Key

Public Key

Private Key

yahoo.com

yahoo.com



The Certificate Authority

RSA’s Certificate 
Authority Private Key

RSA’s Certificate 
Authority Public Key



Checking a Certificate

Check Digital 
Signature

yahoo.com



site name

Issuing Certificates by RSA

RSA

site name



Issuing Certificates by Verisign

site name

RSAVerisign

Issuing Certificates by RSA



site name

Multiple Authorities

site name

Verisign

site namesite name

Thawte

site namesite name

Entrust

site namesite name

Digicert

site namesite name

Centrum

site namesite name

Micros

site namesite name

Global

site namesite name

Comodo

site namesite name

Apple

site namesite name

Swisscom

site namesite name

Affirm

site namesite name

Kisa

site namesite name

Baltimore



Multiple Authorities

Modern browsers work 
with many different 

certificate authorities.



Modern browsers keep 
a list of certificate 

authorities. Here we 
retrieve and browse the 

list in the Firefox 
browser.

Multiple Authorities



Identifying the Authority

Certificate 
Authority



www.google.comamawig.com

Checking a Certificate



www.google.comowner: amawig.com
issuer: Let’s Encrypt

Checking a Certificate



www.google.comowner: amawig.com
issuer: Let’s Encrypt

Revoking a Certificate

VOID stamp by flikr user Enokson (cc by-nc 2.0)



owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

https://www.google.com

owner: amawig.com
issuer: Let’s Encrypt

Revoking a Certificate

owner: amawig.com
issuer: Let’s Encrypt

https://www.google.com


Delegation and 
Certificate Chains
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Validating Google’s Certificate

Certificate 
Authority



Validating Google’s Certificate



Validating Google’s Certificate

GoDaddy

Government

Google G2

Alphabetical Listing

?



Authority G2’s Certificate





One Certificate Validates Another



owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

owner: GlobalTrust CA 
Root

Sharing Intermediate Certificates

owner: Google Auth G2 
issuer: GlobalTrust CA

https://www.google.com

owner: *.google.com
issuer: Google Auth G2

https://www.google.com


A Certificate Chain



A Certificate Chain



A Certificate Chain



Root 
Certificate 
Authority

site name

Delegation



Root 
Certificate 
Authority

Certificate 
Resellers

Delegation

owner: owner: owner: owner: owner: owner: owner: owner: GlobalTrust 
CA Root



Delegation Failure
Root 

Certificate 
Authority

Certificate 
Resellers

Delegation



owner:  login.yahoo.com 
issuer:   InstantSSL.it

Delegation Failure
Root 

Certificate 
Authority

March 2011

Comodo

InstantSSL.it
Reseller

owner:  login.yahoo.com 
issuer:   InstantSSL.it

“comodohacker”

owner: www.google.com 
issuer:   InstantSSL.it

owner: mail.google.com 
issuer:   InstantSSL.it

owner:  login.yahoo.com 
issuer:   InstantSSL.it

owner:  login.yahoo.com 
issuer:   InstantSSL.it

owner: www.google.com 
issuer:   InstantSSL.it

owner: mail.google.com 
issuer:   InstantSSL.it



How do we distribute 
public keys?

Certificates

How do we sign 
certificates?

Certificate Authorities

How do we verify 
certificate signatures?

Root Certificates

How do we get root 
certificates?

Browser Software

Public 
Key 

Infrastructure

(PKI)



Public 
Key 

Infrastructure

(PKI)
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