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The RSA Cipher
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Using the Wrong Public Key
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: : Google
Authenticating the Server web site &8

Private Key

1. Did we reach the intended web server?
\_/ 2. Did we receive the server’s public key?

https://www.google.com
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Authenticating the Server

Cannot Verify Server Identity

The identity of
“wrong.host.badssl.com” cannot be
verified by Safari. Review the
certificate details to continue.

Continue
Detalls

Cancel
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A Public-Key Certificate

www.google.com




Reading a Certificate

. *google.com
(. ¢ //lﬁ'nl/r g g

k. 2.y Issued by: Google Internet Authority G2
| Expires: Wednesday, April 26, 2017 at 8:21:00 AM Central Daylight Time

® This certificate is valid

‘., A

v Details

Country US
State/Province California
Locality Mountain View
Organization Google Inc
Common Name *.google.com

retrieved from a desktop browser



Reading a Certificate - Expired

Safari can’t verify the identity of the website “expired.badssl.com®.

1 The certificate for this website is invalid. You might be connecting to a
ﬂ ,o website that is pretending to be “expired.badssl.com”, which could put your
confidential information at risk. Would you like to connect to the website
cate anyway?

l ? Show Certificate Cancel Continue

host A dh512




Reading a Certificate

m

Serial Number 3821934373800005291 kil ~ o
Version 3 DNS Name g@goo.gl
DNS Name googie-analytics.com
Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11) DNS Name google.com
Parameters none DNS Name googlecommerce.com

DNS Name urchin.com
DNS Name www.goo.g!
DNS Name vyoutu.be

Bublic Kev Info DNE Name youtube.com
YUublic Key InTo

Algorithm Elliptic Curve Public Key { 1.2.840.10045.2.1 ) DNS Name youtubeeducation.com
Parameters Elliptic Curve secp256r1 ( 1.2.840.10045.3.1.7)
Public Key 65 bytes:04 3D OF SDF1 69 3C 81 ..
Key Size 256 bits
Key Usage Encrypt, Verify, Derive

Not Valid Before Wednesday, February 1, 2017 at 7:50:27 AM Central Standard Time
Not Valid After Wednesday, April 26, 2017 at 8:21:00 AM Central Daylight Time

tension  Certificate Policies ( 2.5.29.32)
Critical NO
Policy ID#1 (1.3.6.1.4.1.11129.2.56.1)
Policy ID#2 (2.23.140.1.2.2)

Signature 256 bytes:213B4249D589C8Cs8..
cxtension  CRL Distribution Peints ( 2.5.29.31 )

Critical NO
Extension Key Usage (2.5.29.15) URI http://pki.qoogle.com/GIAG2. cr|
Critical NO
Usage Digital Signature Extension Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
Critical NO
“wtension  Basic Constraints ( 2.5.29.19 ) Method #1 CAlssuers(1.3.6.1.5.5.7.48.2 )
Critical YES UR! http://pki.qoogle.com/GIAG2. crt
Certificate Authority NO Method #2 Online Certificate Status Protocol ( 1.3.6.1.5.5.7.48.1 )
URI http://clients 1.google.comjocsp
Extension Extended Key Usage ( 2.5.29.37)
Critical NO Fingerprints
Purpose #1 Server Authentication( 1.3.6.1.5.5.7.3.1) SHAT FAAO2397ABE7F7655314A3B6D41F675C4DB7 BD 83

Purpose #2 Client Authentication ( 1.3.6.1.5.5.7.3.2) MD5 62 AF770AB4B7DBCE 46 2C 36 8B C4 84 F6 1E



Reading a Certificate

Public Key

Key Size
Key Usage

Signature

65 bytes: 04 3DOFS5DF1693C81C6 A1B3DC 4507 BOS EF 09 D6 92 80 SA9C 3F 13 AE 1A 4B 39
CE7472C115855B855C02BF2ECB6BA4C02731C21FB8B8DD8C3 B3 86 C4ED1BF7 AC A4
28 9D 8F 9D 4B 51

256 Dits
Encrypt, Verify, Derive

256 bytes : 213B4249 D589 C8C8A994 35ED11 2BEDS8C BF 6B SE F7 6E O3 SE FEAA 790C 74
S57D1F6099754E4CC9O9930DA292AF1C847938770D36BC1BE 4555B3 78 0A 00 C4 31
74BESS5BCOEO169598AC6EEG6838CES4B1FF78605E1E90OE A163 1B23 6AFAOF 335049
E7O9C 68 3A3F 78 A8 1A2142B3FAOCOBBOS552AFFB96AFB052FC5B1D14A923227D4A0
AS5D14FFOB8E2576885C32E040116B925B432E8A9CBSABA70B2DC69B261689A
DABS0OFOA7A919BF46843DF08 17 7FAABDOTEEO1817C5317 06 6AC6 4E 34 A3 3B 8C OA
SA15279BEF42E9ES 393ESABAOAST1 1323 0441E24073C1A2F3 7D 359F 3F32D8 A7 51
DD882DB857AB8CO51001EEFS6F4F83BAA4C 33 0F 3BEDBFC8ES 26 5A4D9854C29C
AS CF BF DF C8 26 F6
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Digital Signature Forgery
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Sharing a Public Key
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Certificate Ownership and Validity

® This certificate is valic

v Details

Subject Name Owner’s Who Certificate

(web site) |l Signed the | Expiration
Name Certificate Date




Contents of a Certificate

Public Key 65D0bytes: 04 3DOF5DF1693C81C6A1B3DC 45 Q2=
i

Key Size
Key Usage

Signatus=s

) SA 9C 3F 13 AE 1A 4B 39

OE 74 72 C1 15 85 5B 85 5C 02 BF 2E CB 6B 4== B3 86 C4ED1BF7 AC A4

28 9D 8F 9D 4B 51
256 Dits
Encrypt, VerifvsTerive

<56 bytes : 21 3B 428 ¢ 5 L] AN CF 68 SEF7 6E O3 SEFEAA 790C 74
57 D1 F6 09 97 544 CC |3 6B C1 BE 45 55 B3 78 OA 00 C4 31
74 BESS5 BCOE 01899 5 (e I, N S D i E9 OE A1 63 1B 23 6A FA OF 33 50 49

- 89 G\ F8 05 2F C5B1 D1 4A 923227 D4 A0
? E8 . CBS5SABA70B2DC69B261689A

3A 15 27 9B EF 4289 E FOA BA OA H 304 4 48 73 C1 A2 F3 7D 35 9F 3F 32 D8 A7 51
NS g e e 44 £D 8F C8 EQ 26 5A 4D 98 54 C2 9C
AS CF BF DF C8 26 F6
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Validating a Certificate

amawlg.com
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Validating a Certificate
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Certificate Authority Failures

Date

March 2001

July 2011

July 2014

Authority

Verisign

DigiNotar

India CCA

Target Sites

* Microsoft code signing

* Google, and
over 500 others

* Google,
* Yahoo

Attack

Proof of concept: ex MS

employee showed he could
trick the CA

CA servers breached;
certificates used to intercept
email by Google users in Iran

Bogus certificates were issued
and no published explanation



Whlch Certlﬁcate Authority to Use

@ . | ﬁ Privacy error

& C' 1} | A bitps://identity.dau.mil/EmpowerlDWebldpForms/Login/ACC Y g

Choose a certificate authority that
works with your visitor’s browsers

Your connection is not private

Attackers might be trying to steal your information frem identity.dau.mil (for exaziie,

passwords, messages, or credit cards). NET:ERR_CERT_AUTHORITY _INVALID

Automatically report details of possible securty incidents to Google. Privacy policy

ADVANGED
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In the Beginning...

r

@ File Edit View Go Bookmarks Options Directory Help 2)

| Netscape: UVersion 1.1N

%l@l%l |rﬁ;||
Forwardl Home Reload Images Print Find

Location: |about:

What’s New?l What’s Cool?l Handbook I MNet Search I Net Directorgl Newsgr‘oupsl

i (11 (=

Netscape Navigator (™

Yersion 1. 1N
Copyright © 1994-1995 Netscape Conmununications Corporation, &ll rights
reserved.

This software is subject to the license agreement set forth in the license. Please read and agree to all
terms before using this software.

Report any problems through the feedback page.

N E T S C A P E HNetscape Communications, Netscape, Netscape Navigator and the Netscape Communications logo

are trademarks of Netscape Communications Corporation.

™ Contains security software from RS A Data Security, Ine.
h R S A Copyright @ 1004 R&A Data Security, Inc. All rights reserved.
This version supports International secwurity with REA Public Key

PUBLIC KEY CRYPTOSYSTEM  Cryptography, MD2, MD5, RCA.

1 &xnyprovision of Hetzeape Software to the U.S . Government iz with "Restricted rights" az follows: Use, duplication or dizclozure by the Government iz subject
{ to restrictions set forth in subparagraphs (3) through (d) of the Commereial C omputer Restricted Rights clause at FAR 52.227-19 when applicable, orin
subparagraph(c] (1) (i) of the Rights in Technical Data and Computer Software clauze at DFARS 252.227-7013, and in similar clauses inthe HASA TAR

A4




The First SSL Certificate Authority
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The Certificate Authority
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Checking a Certificate

yahoo.com




[ssuing Certificates by RSA




[ssuing Certificates by Rérsign
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CERTIFIED

Digicert Baltimore



Multiple Authorities

Modern browsers work
with many different
certificate authorities.
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I[dentifying the Authority

v Details

Subject Name
Country
State/Province
Locality
Organization
Common Name

*.google.com
Issued by: Google Internet Authority G2

nt Time

US

California Certiﬁcate
Mountain View Allth ()I'ity
Google Inc

*.google.com




Checking a Certificate

amaW1g.com




Checking a Certificate

Owner: amawig.com

1ssuer: Let's Encrypt



Revoking a Certificate

Owner. o
1ssuer: Let’'s En

VOID stamp by flikr user Enokson (cc by-nc 2.0)



Revoking a Certificate

W o S RO T B TR

owner: amawilg.com
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https://www.google.com

issuer: Let’s Encrypt



https://www.google.com

Delegation and
Certificate Chains
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Validating Google’s Certificate

*.google.com

Issued by: Google Internet Authority G2
Expires: Wednesday, April 26, 2017 at 8:21:00 AM Central Daylight Time

® This certificate is valid N

Cortiffecite

v Details

Country US
State/Province California
Locality Mountain View
Organization Google Inc
Common Name *.google.com



Validating Google’s Certificate

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device
Equifax Secure Global eBusiness CA-1 Builtin Object Token
Equifax Secure eBusiness CA-1 Builtin Object Token

v Generalitat Valenciana
Root CA Generalitat Valenciana Builtin Object Token

¥ GeoTrust Inc.

GeoTrust Primary Certification Authority - G3 Builtin Object Token
GecoTrust Primary Certification Authority Builtin Object Token
GeoTrust Global CA Builtin Object Token
GeoTrust Global CA 2 Builtin Object Token
GeoTrust Universal CA Builtin Object Token
GeoTrust Universal CA 2 Builtin Object Token
GeoTrust Primary Certification Authority - G2 Builtin Object Token
GeoTrust SSL CA - G3 Software Security Device

v CGlobalSign
GlobalSign Builtin Object Token
GlobalSign Builtin Object Token
GlobalSign Builtin Object Token
GlobalSign Builtin Object Token

v GlobalSign nv-sa
GlobalSign Root CA Builtin Object Token

¥ GoDaddy.com, Inc.

Go Daddy Root Certificate Authority - G2 Builtin Object Token

Go Daddy Secure Certificate Authority - G2 Software Security Device
¥ Government Root Certification Authority

Taiwan GRCA Builtin Object Token

¥ Hellenic Academic and Research Institutions Cert. Authority
Hellenic Academic and Research Institutions RootCA 2011 Builtin Object Token

e



; : GeoTrust Universal CA 2
Vahdatlng G()() gle’ S GeoTrust Primary Certification Authority - G2

GeoTrust SSL CA - G3

v GlobalSign

Alphabetical Listing GlobalSign

GlobalSign
GlobalSign
GlobalSign

v GlobalSign nv-sa
GlobalSign Root CA

v GoDaddy.com, Inc.
Go Daddy Root Certificate Authority - G2

7 Go Daday Secure Certificate Authority - G2
° ¥ Government Root Certification Authority
Taiwan GRCA

v Hellenic Academic and Research Institutions Cert. Authority
Hellenic Academic and Research Institutions RootCA 201



Authority G2’s Certificate

Google Internet Authority G2

Intermediate certificate authority

Expires: Sunday, December 31, 2017 at 5:59:59 PM Centra!
Standard Time

® This certificate is valid

v Details

Country US
Organization Google Inc
Common Name Google Internet Authority G2



L 'I'IIV'TII'

Hovmbirnd Intermediate certificate authority

p-y Expires: Sunday, December 31, 2017 at 5:59:59 PM Central
Standard Time

® This certificate is valid

v Details

subject Name
Country US
Organization Google Inc
Common Name Google Internet Authority G2

ISsSuer Name
Country US
Organization GeoTrust Inc.
Common Name GeoTrust Global CA



One Certificate Validates Another

GeoTrust Global CA

Root certificate authority

Expires: Friday, May 20, 2022 at 11:00:00 PM Central Daylight
Time

- www.google.com
( r'l/lﬁ‘o’ vtls g g

2 Issued by: Google Internet Authority G2

Expires: Wednesday, May 31, 2017 at 9:19:00 PM Central
Daylight Time

(. | v '//lﬁ'NI/f ‘

Y owd

‘e

® This certificate is valid ® This certificate is valid
v Details v Details
Country U Country US
State/Province C Google Internet Authority G2 Organization GeoTrust Inc.
n (e rlifevele
Locality M £ Intermediate certificate authority Common Name GeoTrust Global CA
Organization G .1 Expires: Sunday, December 31, 2017 at !
Common Name W Standard Time
® This certificate is valid Country US
v Details Organization GeoTrust Inc.

Common Name GeoTrust Global CA

Country US
Organization Google Inc
Common Name Google Internet Authority G2

Country US
Organization GeoTrust Inc.
Common Name GeoTrust Global CA



Sharing Intermediate Certificates

owner: *.google.com
issuer: Google Auth G2

o
-l‘/:
4
4
4
'.r'
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https://www.google.com owner: Google Auth G2
issuer: GlobalTrust CA



https://www.google.com

A Certificate Chain

= GeoTrust Global CA

“» = Google Internet Authority G2

s |54 *.google.com

GeoTrust Global CA

Root certificate authority

Expires: Friday, May 20, 2022 at 11:00:00 PM Central Daylight
Time

® This certificate is valid
» Details



A Certificate Chain

. GeoTrust Globa!l CA

-+ B¥ Google Internet Authority G2

s |=J *.google.com

R o Google Internet Authority G2

Intermediate certificate authority

Expires: Suncday, December 31, 2017 at 5:59:59 PM Central
Standard Time

® This certificate is valid

» Details



A Certificate Chain

s lrust Global CA
S@ogle Internet Authority G2

- B® ‘.google.com

N
Pt *.google.com
s N e
Y RARE Issued by: Google Internet Authority G2

Expires: Thursday, June 8, 2017 at 3:54:00 AM Central Daylight
Time
® This certificate is valid

» Details



Delegation

Root
Certificate
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Delegation

Root
Certificate
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Resellers




Delegation Failure

Root
Certificate
Authority

Certificate
Resellers




Delegation Failure

Root
Certificate
Authority

March 2011

InstantSSL.it “comodohacker”

Reseller

| CERTIFHD

www.google.com
0. InstantSSL.it

owner: mail.google.com
InstantSSL.it

1SSsuer:

M Ly

'
s’

issuer: InstantSSL.it Sy login.yahoo.com




How do we distribute
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certificate signatures?
(PKI)
How do we get root

oo Browser Software
certificates”
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